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esaun 1 3axa4u 0CBOEHUS TUCHUILINHBI «Pa3zpabdoTka npeamMeTHo-

OPUEHTHPOBAHHBIX MPOTPAMMHBIX CPEJICTB, 3AIUTA KOMIBIOTEPHBIX ceTei

Lenpto OCBOCHMSI AUCHMUILTUHBI SBIsIETCS (POPMUPOBAHKE Y CTYJCHTOB KOMILIEKCA

TCOPCTUUCCKUX 3HAaHUU U IMPAKTHYCCKUX YMCHHﬁ, HCO6XOI[I/IMI>IX JJIA:

pa3pabOTKU U MPUMEHEHUS TPEAMETHO-OPUEHTUPOBAHHBIX IPOIPAMMHBIX CPEICTB
B cepe MHPOPMAIMOHHON O0€30MaCHOCTH, C YYETOM CHEHU(PUKH 3alUIIaeMbIX

00BEKTOB U YTPO3;

IMPOCKTUPOBAHUA W pCain3aliui IIPOrpaMMHBIX KOMIIOHCHTOB, O6€CHC‘-II/IBEIIOH_[I/IX
3alIUTyY KOMIIBIOTCPHBIX ceTer oT HCCAHKIMUOHHUPOBAHHOTO OO0CTYyIIa, 4TaK H

BPEIOHOCHBIX BO3/ICVCTBHIA;

dHaJIN3a apXHUTCKTYpPbI IIPOIPAMMHBIX H CCTCBBIX pGHIGHHfl, d TAaKXKXC BHCAPCHMUA

CIICHUAJIN3UPOBAHHBIX  CPCACTB  3alllUTHI I/IH(bOpMaHI/II/I B JIOKAJIBHBIX H

pacupeeN€HHbIX CETAX;

(dbopMHUpOBaHUS HABBIKOB BHIOOPA, HACTPONKHM M MHTETPALIMY MPUKIIATHBIX PEIICHUN

IUTsl oOecniedeHus] KOMIUIEKCHOM 3alUThl CETEBOM MH(PACTPYKTYPhI OPraHU3aUH.

- K O000menHbIe TPyA0BBIE GyHKIMH Tpynosbie pyHKuumn
o Kon HaumeHnoBanne Ypose HaumenoBanne| Kox |YposeHb
- HaUMEHOBA Hb KBAJIN (noaypos|
HHUe duxan uu €Hb)
npodeccroH KB
aJIbHO I'0 Kaluu
- cTaHjgapra
06.026 CucremHslii D |O6cnyxuBanue  cep- 6 Bemonnenne pa6or mno| D/01.6 6
AIMUHUCTPATOP UH- BEPHBIX OrnepanuoH- BBISIBJICHUIO u
(hopMaLOHHO- KOM- HBIX cUCTEM YCTpaHEHHIO
MYHUKAIIUOHHBIX CHC- I/IH(bOpMaI_II/IOHHO' HETUITNYHBIX HWHIOU-
TeM KOMMYHHUKAITMOHHON JICHTOB, BO3HHUKAIOIIMUX B
CHCTEMBI cepsep- HBIX
OIIEpaIIOHHBIX CUCTEMAxX
WHPOPMAITUOHHO-
KOMMYHHUKAIMOHHOM
CHCTEMBI
IMpoBenenne ananuza u D/02.6 6
olpejielie- HU€ OCHOBHBIX
MIPUYHH CJIO’KHBIX
po0ieM, BO3HUKAIOIINX
Ha  cepBepax M B
CEPBEPHBIX
OIEpaIIOHHBIX CUCTEMAX




Brmonnenue
[JIAHUPOBAHUS pe-
3epBHOTO
KOITMPOBAHUS,

apXuBH- pPOBaHUA U
BOCCTAHOBJICHUS KOH-
(urypanuu cepBepoB U
CEPBEPHBIX
OTICPAIIMOHHBIX CHCTEM

D/03.6

IInanuposanue
U3MEHEHUH Ta-paMeTpoB
paboTbl  cepBepoB  H
CEpBEPHBIX
OIlEpPaIIOHHBIX CUCTEM

D/04.6

BeimosHeHe 00HOBIICHHS]
MIPOrPaMMHOTO
oOecrieueHus cep-

BEPHBIX  OIECPAIMOHHBIX|
CHCTEM

D/05.6

IIporno3zupoBanue
BIUSHUS  BHEIIHUX H
BHYTPEHHUX BO3JCUCTBUI
Ha TOBEJCHUE CEPBEPHBIX|
OINEepaIIOHHBIX CHCTEM

D/06.6

IIporno3zupoBanue
MMOTPEOHOCTH B
M3MEHEHUHN 00BEMOB
HEOOXOJMMBIX PECYPCOB
TSt obecrieueHns oOecrie-
peboiiHoM paboTsI
CEpBEPOB U CEPBEPHBIX
OMNEPAIMOHHBLIX CUCTEM

D/07.6

[InanupoBanue u
npoBesieHHe paboT 1o
pactpeaeneHHIo
Harpy3Ku MEXITY|
UMCIOITUMHUCS
pecypcamu, CHSTHIO
Harpy3kd Ha CepBephl |
CepBEpHbBIE
oTepaIioHHbIe CHUCTEMBI
nepen MpOBEICHIEM
periiaMeHTHBIX

pabor,

BOCCTAHOBJICHHUIO
LITATHOU CXEMBI
paboThl B cirydae cO0eB

D/08.6

OnpenenexHue
MOTpeOHOCTE B MPH-
obpereHnn
CIICIUAaJIM3UPOBAHHBIX
CPEICTB  KOHTpOJI W]
TECTUPOBAHMUS CEPBEPOB U]
CEpPBEPHBIX

OMNCPalIMOHHBIX CUCTCM

D/09.6




MecT0 yueOHOM TUCHMILIMHBI B CTPYKTYpP€e OCHOBHOM NMPOodecCHoHAIBLHOM
0o0pa3oBaTeIbHOI MPOrPaAMMBbI

HucunminzHa «Pa3padoTka npeaMeTHO-OPUEHTHPOBAHHBIX
NPOrPaAMMHBIX CPeICTB. 3alUTa KOMNBIOTEPHBIX CeTei» OTHOCUTCA K
BapHaTHUBHOM YacTU MPOQPECCHOHANBHOTO HMKIA. [ €€ yCHemHoro OcBOSHUS
oOy4aroriemMycsi HEOOXOJUMBbI 3HAHUS M HABBIKU, IMOJYYEHHBIE NMPU H3YUCHHUH
KypcoB «MHpopmaTukay, «S3bIkuM nporpaMmupoBaHus», «KommnbrorepHblie
ceTw», «OnepanuonHbie cucreMbDy, «AMHpopMannoHHAA 0€30IIACHOCTDY.

JlaHHas OUCLMIUIMHA SABJSIETCA OCHOBOM [IJII TOCJEAYIOIIETO H3Y4YEHUs
CIIEHIMAIN3UPOBAHHBIX KyPCOB, CBS3aHHBIX C MPAKTUYECKON PEANM3alren CPEICTB
3alUThl UH(QOpPMAIUHU, MOCTPOCHHEM O€30TaCHBIX MPOTPAMMHBIX PEIICHUH U
KOMIUJIEKCHOM 3alIUTOM KOMITBIOTEPHBIX CETEM.

B pe3yJiabTate 0CBOCHHS IMCHUIIIMHBI 00YYAKOIMHCH TOJIKEH:

3HaTh:
OCHOBBI TIOCTPOEHHUS MPEIAMETHO-OPUEHTHPOBAHHBIX MPOTPAMMHBIX CpPEJICTB B
KOHTEKCTE oOecrnieueHusi HHPOPMAIIMOHHON 0€30MacHOCTH;
OPUHIUIBEL GYHKIMOHUPOBAHUS W aAPXUTEKTYPY 3alIMIIEHHBIX KOMITBIOTEPHBIX
ceTeil;
OCHOBHBIE YTp03bl HHGOPMAIITMOHHOK 0€30MaCHOCTH B CETEBBIX CUCTEMAaX U CIIOCOOBI
UX IPOTPaMMHOM HEUTpAIIM3aLUu;
CTaHJAapThI U PETJIAMEHTHI B 00JIACTH 3alUThl HH(POPMAIIUU, BKITIOYAsi PUMEHEHUE
KpUNITOTpaUUeCKUX U MPOTrPAMMHBIX MEXaHU3MOB 3aIlIUTHI.

YMmers:
MPOCKTUPOBATHh W pa3pabaThiBaTh MPOTPAMMHBIC PEIICHHS, OPUCHTUPOBAHHBIE HA
3aIUTy UH(POPMALIMH B CETEBBIX U PACIPEACIEHHBIX CUCTEMAX;
pea30BBIBaTh MOAYJIU ayTeHTH(UKAIMU, KOHTPOJ JOCTyNa U mu@poBaHus B
MPUKIIAJIHBIX IPOTPAMMHBIX CPEACTBAX;
MPOBOAUTH ayUT 0€30MaCHOCTH CETEBBIX MPUIIOKEHUN U BBISBIISITH MOTEHIIMATHHBIC
ySI3BUMOCTH,;
MCMOJIb30BaTh IPOTPAMMHBIE HWHCTPYMEHTBI JJI MOJCIMPOBAHUSA, AHAIN3A U

MOHHUTOPHHTA 3aIUIIEHHBIX KOMIIBIOTCPHBIX CeTe.



Baanern:

MPaKTUYECKUMH HaBBIKAMHU Pa3pa0O0TKU U BHEAPEHUS MPUKIATHBIX MPOTPAMMHBIX
pelIeHU, COOTBETCTBYIONIUX TpeOOBaHUSIM UH(POPMAITMOHHON O€30MIaCHOCTH;
CpelCTBAMH HMHTETpallid CpPEJICTB 3allUThl MHPOPMAIMM B  apXUTEKTYpPY
UH(GOPMAIIMOHHON CUCTEMBI;
METOJaMH TMPOrPaMMHON pealu3aldyd MOJIUTHK O€30MacCHOCTH M YIpaBJICHUS
JIOCTYTIOM B KOMITBIOTEPHBIX CETSIX.

IIpouecc wu3yYeHMs AUCHUILIMHBI HanpaBJieH HA  ¢opMupoBaHue

CJICAYIOIIMX KOMIIeTeHIUI:

YK-1. Criocoden YK-1.1.
OCYLIECTBJIAITD MOUCK, |3HaTh: METOAWKH IIOWICKa, cOopa u 00pabOTKM WHGOpPMAINH;, AaKTyalbHEIE
KPUTHIECKUU AHAIM3 | poccuiickue U 3apyOekHble HCTOUHUKHN HH(popManuu B chepe npodeccHoHaTbHOH

MHQOPMALNH, IPUME- | 1o ire 1 OCTH; METOJ CHCTEMHOTO AHANH3A.
HSATH CHCTEMHBII MOIXO0/Y

AJIs1  pellceHus I10CTaB
JICHHBIX 3aJa4.

VK-1.2.

YMeThb: IpUMEHSITh METOJUKH TIOUCKa, cOopa 1 00paboTKu
WH(POPMAITUH; OCYIIECTBIIATH KPUTUYCSCKUN aHATTN3 U CHHTE3
nH(pOpPMAITUH, TIOJTYYCHHOH U3 pa3HbIX HCTOYHUKOB;
MPUMEHSATh CUCTEMHBIHN ITOAXO/T ISl PEIICHUS TIOCTABICHHBIX
3a1ad.

YK-1.3.

Brnagers: MmeTomaMu moucka, coopa u 00paboTKH,
KPUTHUYECKOTO aHaJIN3a ¥ CUHTE3a WH(POPMAIUH; METOIUKOM
CHUCTEMHOT'0 MOJIX0/a JIs PEIICHHUS MOCTABJICHHBIX 3a/1a4.

[1K-2. Cnocoben IK-2.1.

BBITIOJHATH pA0OTHI 110 3HaTh: MpoLEece corjlacoBa- HUS U yTBEpXKIeHUs Tpebo- Bauuid Kk Tunosoil UC;
CO3/IaHUIO 0C- HOBBI HMHXEHEPHO- TEXHHU- YECKOW MOJEPKKHU MOATr0- TOBKU
(MoanduKayn) u KOMMEPYECKOT0 MPEAI0KEHHS 3aKa34MKy Ha
COITPOBOKIECHHUIO co3nanue (Moxm¢uKa- UI0) ¥ BBOA B 3KcCIUIyara- Luio THioBoil C Ha sTame
MH()OPMAIIMOHHBIX CHCTEM.TIPEIKOHPAKTHEIX  PaboT; MOYJIbHOE tectupoBanue MC

(Bepudukanus); npo- riecc uuterpauuu HC c cymecrsyromumu WC 3a-

Ka34yMKa; Ipolecc IJIaHW- POBAHMS KOMMYHHKALUH C 3aKa3YMKOM B paMKax

TUIIO- BBIX PErJIaMEHTOB OPIaHHU- 3allMK; MPOLECC MTPOBEIACHUS TPUEMO-

CIATOYHBIX vcnbl- Tanui (Banupanuu) MC B cooTBeTCTBUHU c
YCTaHOB- JICHHBIMH PErJIaMEHTaMH.

IK-2.2.

YMeTh: OIpenenuTh Nep- BOHAYalbHbIe TpeOoBaHus 3akazunka k MC u BO3-

MOYKHOCTH MX peaynm3anuu B TunoBoil MC Ha sTame mpeJKOHTPaKTHBIX padoT;

ucnpaBisAith  Aedektel  uHecooTBeTcTBU B Kone MIC u JOKYMEHTAllUU K
UC; unentudunmpopars koHbu- rypamuo  HMC B COOTBET- CTBUY|

C perylaMeHTaMH Op- TaHU3aILUH.

IK-2.3.

HmeTth HaBBIKH: HHTETPA- MUOHHOTO TecTupoBanue MC; HacTpoliku o0opymoBa-
HMSI, HEOOXOIUMOTO  JUId
paborer MC; amanramum

CTpykTypa u coaep:KaHHue TUCIUIINHBI

«Pa3padoTka npeaMeTHO-OPMEHTUPOBAHHBIX IPOrPAMMHBIX CPE/ICTB, 3aIUTA
KOMIIBIOTEPHBIX ceTel



»
Crpykrypa auciuruinHbel (Moayssi) OOmas TpyI10eMKOCTh AUCIUTIIUHBI

COCTaBJIAET 2 3a4E€THBIX SIUHUILL, /2 YacOB.

I[HopsiakoBbIH HOMEP
Bcero cemecTpa
4

OO0m1as Tpy10eMKOCTh TUCIUIUIUHBI, B TOM 12
quCIIe:
KypcoBoii npoekt (padota)
AyIUTOPHBIC 3aHSATHS BCETO +
B ToMm uuce:
JIekmuu 14 +
[TpakTHueckue 3aHATUS, CEMUHAPBI +
JlaGopaTopHblie pabOThI 14
CamocTosrenbHas padborta 44 +
Buj utoropoii arrecramuu:
3auer/mudd.3auer +
K.C.P.
DK3aMeH

72
OO6m1ast Tpy10€MKOCTb TUCIUTUTUHBI




HammeHnoBanue pa3acyioB 1 TEM AUCHUILIIMHBI U pACIIPCACIICHUC y‘lC6HBIX 4qaCoB
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0O0BéM IpakTHyeckue CamocrosiTeJIbHAs
HaumeHoBaHUe pa3/iesioB U TeM Jlekiuu

4acoB 3aHATHUS pa6ora
Brenenne B npeAMETHO-OPHEHTHPOBAHHOE 6 2 1 3
MIPOTPAMMHUPOBAHIE U OCHOBBI 3aLTUTHI CETEH
ApPXUTEKTYpa U MPUHIUTIBI 8 5 2 4
(hYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX CETEH
YTpO3HI U YS3BUMOCTH B KOMITBIOTEPHBIX 8 2 2 4
CEeTSIX: aHAIH3 U KITaCCUPUKAIIHS
[IpyHIUIBI TOCTPOCHUS MPEIMETHO- 8 5 2 4
OPUCHTHUPOBAHHBIX POTPAMMHBIX CPEICTB
TexHOMOTHN ¥ HHCTPYMEHTHI pazpadotku [10 10 2 2 6
C DJIEMEHTAMM 3aIHUTEI
CpencTBa 3alUThl CETCBOTO B3aUMOJICHCTBUS: 10 5 2 6
mmdposanue, VPN, MexceTeBble SKpaHb
MonenupoBaHue aTak U pa3paboTKa 3alIUTHBIX 8 1 2 5
MIPOTPAMMHBIX MOMYJICH
Wnrerpanys [10 3amuTel B ”HPPACTPYKTYpy 6 1 1 4
OpraHu3aIiu
[IpoekTHas nesITeIBHOCTD: pa3paboTKa
MpeIMETHO-OPUEHTUPOBAHHOTO 3alIMIIEHHOTO (|8 0 2 6
pelieHHs

72 [ |14 |44




Conep:xanune yueOHOM JUCHUILIHHbBI
Tema 1: BBegenue B npeaMeTHO-OPHEHTHPOBAHHOE IPOrPAMMHUPOBAHUE U 3AILUTY

KOMIIbIOTEPHBIX ceTeil
Conep:kaHue TeMbl:
ITonsiTue MpeaMeTHO-OpHEeHTHPOBaHHOTr0 nNporpamvuposanus (IIOIIC).
Pous IIOIIC B nHpopMannoHHOI 6€3011aCHOCTH.
Knaccupukanus yrpo3 B KOMINbIOTEPHBIX CeTsIX.
OcHOBHBIC IOHATHS: MOJICJIH YIPO3, ATAKYIOLINE, 3alHIIaeMble 00bEeKThbI.
®opMBbI M METOABI NPOBE/ICHUS 3aHATHIA:
Jleknus ¢ npe3eHTanuei.
OO0cy:xaeHne aKTyaJbHBIX YIPO3 H aATAK.
Jlaboparopnasi padora Nel:

Ananu3 cereBoro Tpaguka c nomombio Wireshark. Onpenesenne noreHuMaaIbHBIX YIPo3.

Tema 2: ApXuTEKTYpa U NPUHUMIIBI IOCTPOEHUS] KOMIILIOTEPHBIX CeTei
Conep:kaHue TeMbl:

OcHoBbl apxuTeKTyphl ceteii: mogeau OSI u TCP/IP.

KoMmnoHeHTBI ceTeBOil HHPPACTPYKTYPBHI.

IIpoTOoKO0JIBI KAHAJIBHOI0, CETEBOr0 M TPAHCIIOPTHOI'0 YPOBHEH.
®opMbI U METOAbI IPOBEACHUSA 3AHATHA:

Jlekuus ¢ BU3yaJIbHBIMU CXeMaMHU.

IIpakTHYeckoe MoJeIMPOBAHME CeTEBbIX CTPYKTYP.

JlabopaTopnasi paGora Ne2:

Hacrpoiika nokajabHoil ceTn B BUpTyaabHoi cpeae (GNS3, Cisco Packet Tracer).

Tema 3: Yrpo3sl 1 yA3BUMOCTH B KOMIIbIOTEPHBIX CeTHAX
Conep:xanue TeMbl:
Tunosble aTakn Ha koMnblOTepHbIE ceTH (DoS, MITM, ARP-spoofing u ap.).
YA3BMMOCTH IPOrPpaMMHOI0 00ecIeYeHHS.
HNHcTpyMeHTHI aHAIM3a 0€3011aCHOCTH.
®opMbI U METOAbI IPOBEACHUSA 3AHATHA:
Jlekums ¢ AeMOHCTpalnueil ClieHApUeB aTak.
O0cy:xneHre HHIUAEHTOB HHPOPMALMOHHOMH 0€30IACHOCTH.
JlaGoparopHnas padora Ne3:
MopennpoBanue ceTeBoii aTaku H e€¢ o0HapyxeHue cpeacrsamu IDS/IPS (Hanpumep,

Snort).



Tema 4: [IpoekTUpPOBaHUE MPEAMETHO-OPHMEHTHPOBAHHBIX MPOrPAMMHBIX CPE/ICTB
Conep:kaHue TeMbl:
Hpunuuns! HHOIIC: ananu3 npeameTHoii 061acT, popmanusanus, madJI0HbI
NMPOEKTUPOBAHMS.
SI3bIKM POrPAMMHUPOBAHNSI U HHCTPYMEHTHI pa3padoTKH.
TpedoBaHusi 0€30IIACHOCTH NPHU NPOEKTUPOBAHUU.
@®opMbI U METOAbI IPOBEICHUS 3AHSITHIA:
Jleknus ¢ aHaAM30M 11A0JJ0HOB IPOEKTHPOBAHUS.
Padora ¢ UML-guarpammamu.
JlaGoparopHasi padora Ne4:
IIpoexTUpoBaHue U peajn3anusi IPOrPAMMHOIO MOAYJIsl Ay TEHTH(PUKALNH

noJb30BaTeaei.

Tema 5: IIlporpaMMHbIe CpeACTBA 3alIIUTHI KOMIIBIOTEPHBIX ceTeil
Conep:kaHue TeMbl:
Me:xcereBble 3kpanbl, NAT, VPN, aHTUBHpYCHBIE CHCTEMBI.
IIporokousl 6e3omacuoctu: SSL/TLS, IPsec, SSH.
Hacrpoiika 1 TecTUPOBaHME 3aIIIUTHBIX PelIeHn.
@®opMbI U METOABLI NPOBEICHUS 3aHATHIA:
Jlekuus ¢ npuMepaMu U3 NPaAKTHKH.
Pabora ¢ kondurypauuonusivu gaitaiamu.
JlabopaTopnasi paGora NeS:

Hacrpoiika 3amuménnoro VPN-coeqnHeHus1 MexK1y ABYMS y3JIaMH CeTH.

Tema 6: 3amumEénHoe NporpaMMHoOe B3auMO/ieiicTBHe B pacnpeaeIéHHbIX CHCTeMax
Conep:xanue TeMbl:

Be3onacubie API u nporokoJibl oomMena (REST, JSON Web Token, OAuth).

MeTtoasb! 3a1IUThI HA YPOBHE NPHUJIOKEHUI.

IIpumepsl NPOrpaMMHBIX pellieHUH ¢ 3alIUTON JaHHBIX.
®opMbI U METOAbI IPOBEACHUS 3AHATHIA:

Jleknus ¢ npuMepaMu peajn3anuu.

O0cy:xaeHre NPUHIMIIOB 0€30MIACHOT0 NMPOrPaMMHPOBAHMS.

JlaGoparopHasi padora Ne6:

Paszpaborka 3amuménnoro REST API ¢ asropusaumeii 1 muppoBaHueM nepeiaBaeMbiX

JaHHBIX.

Tema 7: AHa/IU3 NPAKTHYECKHUX PelIeHUH 10 3aluTe ceTeil



Conep:xanue TeMbl:
Keiichl 3amuMméHHbIX HHPOPMANMOHHBIX CHCTEM.
AHAJN3 THIIUYHBIX OIIMOOK NMPH pa3padoTke.
HHTerpanus 3alIUTHHIX pelieHUi B HHPPACTPYKTYPYy OPraHU3aluM.
®opmMbI U MeTOAbI IPOBEAEHUS 3AHATHIA:
Jleknug ¢ aHAJIN30M KeHCoB.
CemuHap ¢ pa300poM NPOEKTOB.
JlabopaTopnasi paGora Ne7:
AHAJIU3 rOTOBOI0 3aIUIIEHHOT0 MPOrpaMMHoOro peuenus. [louck u ucnpapienune

YSI3BUMOCTEI.

Tema 8: IIpoexkTHAasI 1eATEILHOCTH
Conep:xanue TeMbl:
Bb10op Tembl M eI TPOEKTA.
Jransl pa3padoTku npeaMeTHo-opueHTHPOBaHHOrO 1O ¢ pyHkunsaMu cereBoit
0e30I1acCHOCTH.
IIpe3enTanus U 3alMTA Pe3yIbTATOB.
@opMbI M MeTO/IbI POBe/IEHUS 3AHATHIA:
CamocTrosiTeibHAas padoTa oJ PyKOBOACTBOM IPENoOAaBaTe s,
KoHncyabTanum u Koa-peBblo.
JladopaTopnasi padora Ne§:
Pa3paboTka u 3a11UTa HTOrOBOI0 MPOEKTA: MPOrPaAMMHBINA MOYJIb/CHCTEMA,

peaju3yrias 3alMTy CeTeBOro B3anMoAeHCTBHSA B 32/1aHHOM NpeaAMeTHOM 00J1aCTH.



JK3aMeHAllMOHHbIE BONPOCHI MO TUCHHUIITIMHE «

Moayasb 1. BBegeHue u 0CHOBBI

[TonsiTHE TPEIMETHO-OPUEHTHPOBAHHOTO MTPOrPAMMHUPOBAHUS: IIE€TIH, 337]a4l U OCOOEHHOCTH.
OcHOBHBIE yrpo3bl HH(POPMAITMOHHOI 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSX.

Mogenu apXUTeKTypbl KOMIIBIOTEPHBIX ceTeid: cpaBHeHue Moeneir OSI u TCP/IP.
DJIeMEHTHI ¥ CTPYKTYpa HU(POBBIX CUCTEM YIIPABICHUS H ABTOMATU3AIHH.

[TpUHIMIBI TOCTPOCHUS 3AIMUIIEHHBIX TPOTPAMMHO-AMNIAPATHBIX CUCTEM.

arONE

Mopnyas 2. IIporpaMmMupoBaHne ¥ IPOeKTHPOBaHUe

6. OCHOBBI 00BEKTHO-OPUEHTHPOBAHHOTO U IPEIMETHO-OPUEHTUPOBAHHOTO MOIX0/I0B B
IPOrpPaMMHUPOBAHHUU.

7. DTamnbl IPOEKTUPOBAHUS MTPEIMETHO-OPUEHTUPOBAHHBIX TPOTPAMMHBIX CPEJCTB.

8. OcHoBHbI€ 11a0I0HBI TpoekTHpoBaHus 110 U X MprUMeHeHne B cUcTeMax 0e30MacHOCTH.

9. TpebGoBanus Kk 6€30MaCHOI ApXUTEKTYPE MPOTrPAMMHOI0 OOECIICUEHUSI.

10. Pone UML-nuarpamMm B pa3paboTke 3alIUIIEHHBIX TPOTPAMMHBIX CHCTEM.

Mopayasb 3. CeTeBble TEXHOJIOTHH M IPOTOKOJIbI

11. Ha3nauenue u (pyHKIMU OCHOBHBIX ceTeBbIX mpotokosos (IP, TCP, UDP, DNS, DHCP).
12. Knaccugukaius ceTeBbIX aTak U METOJIbl X MPEJOTBPALCHHUS.

13. Ipunun pabotsl 1 HacTpoiika VPN-coequHeHn .

14. Ocobennoctu npumeHeHus npotokosnoB SSL/TLS u IPsec B cucremax 6e30MacHOCTH.
15. MexceTreBble KpaHbl: BUbI, IPUHIUIIBI pa0OTHI U IPUMEPHI HACTPOUKH.

Mopyas 4. CpeacrBa u MeTOABI 3AIUTHI

16. Cuctembl oOHapyxeHus U npenorspaineHus sropxenuit (IDS/IPS): apxutexkrypa 1 npuMeHeHHe.
17. AaTUBUpYyCHBIE TEXHOJIOTUH: METOIbI OOHApYyx)eHus BpenoHocHoro [10.

18. IIpuHIMIBI U METOABI KPUMITOrpa(hUUECKOM 3alUThI JTaHHBIX.

19. IlporpaMMHBIE CpeACTBa 3alIMTHI HA TIPUKIaTHOM ypoBHE: TokeHbl, JWT, OAuth 2.0.

20. MeTozbl KOHTPOJIS LIEIOCTHOCTH MPOTPAMMHOI0 00€eCTIeYeHUs U TAHHBIX.

Monyas S. IIpakTHYecKHe aCIEeKThI

21. OcobennocTH pazpadborku 6e3omacaoro REST API.

22. IlpuMeHeHMe aHaN3a YS3BUMOCTEH B MpoLIecce pa3pabOTKU MPOTrPAMMHBIX CUCTEM.
23. Poib morupoBaHusi 1 MOHUTOpHHTA B o0ecniedueHnn Oe3onacHocta [10.

24. 3amuTa KIMEeHT-CePBEPHBIX MPIIIOKESHUIA: TTOAXO0/IbI U PeaTu3allusl.

25. VHTerpanus cpesICTB 3aIIUuThl B UHPOPMAITHOHHYIO HHPPACTPYKTYPY OpraHU3aIUH.

Monayasb 6. [IpoekTHasi 1eSITEJIbHOCTD

26. Dranbl peanu3anuu npoekrta no paspadorke [10 ¢ pyHKIUSAMH 3aITUTHI.

27. OCHOBHBIE OITMOKH MPH POSKTHPOBAHNH 3AIMUIIEHHBIX HH()OPMAIIMOHHBIX CHCTEM.
28. MeTtonbl BepupHUKAIMH U TECTUPOBAHUS O€30MaCHOCTH MPOrPAMMHBIX PELICHUH.

29. [IpumMeps! yCIeITHBIX TPOTPAMMHBIX PEIICHUH B 00JIACTH 3alIUTHI CETEH.

30. Ponb mpenmeTHoit 001acTé B pOpMUPOBAHUM TPEOOBAHUH K cUCTEME OE30MaCHOCTH.
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DJIEKTPOHHASA MOJAEP/KKA JMCUMILIHHBI

[Ipn u3ydyeHUM IUCHUIUIMHBI JJisI MPOPaOOTKU BCEX TEM U BBINOJIHEHUS
3alaHuii TI0 BCEM TeMaM CTYACHTbl MOTYT HCIOJIb30BaTh pa3ju4Hble Y4EOHO-
METOJANYECKUE MATEPHUAIIBI, PA3MEIIAEMBIE B JJIEKTPOHHOM BHJIE IPEINOJaBaTEIIMU
Ha (aiiioBoMm ftp- cepBepe, B XpaHUIIUIIE MOJHOTEKCTOBBIX MAaTEPHAJIOB, & TAKXKE B
AIIEKTPOHHOM 00pa30BaTEIbHOM Cpelie, KOTopas MpeArnoaraeT Tak:Ke BO3MOKHOCTb
oObMmena wmH(popMaruelr ¢ TpemojaBareseM IS MOATOTOBKM 3amaHuid. JlocTyn
CTYJICHTOB K CTyJeHUYECKOMY (haljIOBOMY CEpBEPY, XPAHUIIHUIILY MOTHOTEKCTOBBIX
MaTepuaioB, BJIEKTPOHHOW  00pa3oBaTENbHOW CpeAe  OCYLIECTBISIETCS  C

HUCIIOJIb30BAHUCM C MCITOJIb30BAHUCM YUYCTHBIX 3amnucen CTYACHTOB.
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®OHJA OHEHOYHbBIX CPEJICTB
TunoBoi TeCT MPOMEKYTOYHOM aTTECTANMHU

1. Yto siB1sIeTCSI OCHOBO NMpPeJIMeTHO-OPHEHTHPOBAHHOI0 NIPOrPaMMHPOBAHMs ?
A) YrpoiieHue CHHTaKCHCa 3bIKa MPOrPaAMMUPOBAHHUS

+ B) Ucnonb30BaHue npeaMeTHOMH 00J1aCTH B MOJACJIMPOBAHUHI

C) ABTOMaTH4YECKOE TECTUPOBAHUE

D) MHoro3aia4HocTh ¥ yIpaBjieHUE OTOKaMU

2. Yro npeacrasJisier cob6oii mogeas OSI?

A) IIpoTokon nepenayn JaHHBIX

B) Annapatsslii crangapt

+ C) JDrajioHHas ceTeBasi MojAeb

D) IlporpammHoe obecriedeHre MapupyTu3aropa

3. Kakoit IMPOTOKOJI OTBECYAET 32 YCTAHOBJICHHE 3aIIII/IIIIéHHOFO COCI{I/IHeHI/Iﬂ?
A) FTP

B) HTTP

+C) TLS

D) DNS

4. Yto obOecnieunBaeT MmexceTeBoi 3kpan (firewall)?
+ A) KoHTpoJIb BXOAAAIIEr0 U UCXOASAIEro Tpapuka
B) Ynpasnenue qoctynom k 6azam JTaHHBIX

C) HludpoBanue MoJIb30BATEIHCKUX JTAHHBIX

D) MounuTopuHT ypoBHS 3apsia 000pyA0BaHUS

5. YTo0 u3 nepevyncJeHHOr0 OTHOCUTCH K CPeACTBAM ayTeHTH(PUKANNH?
A) VPN

+ B) IIapoJn

C) SQL-3ampoc

D) Cxxarue naHHBIX

6. Kakoii MmeTo 3amuThl HHGOPMALHMH peaJnu3yeT NPUHIUN «IHPPYH BCE»?
A) bpannmayap

+ B) Kpunrorpadguueckas 3ammra

C) RAID-maccuB

D) IDS-cucrema

7. Yrto Takoe IDS?

+ A) Cucrema o0HapysKeHHsI BTOPKEHUI
B) UnctpymenT nis paspabotku [10

C) CereBoil mpOTOKOJ MepeIayu BUACO

D) Cepsuc mapuipyruzauu

8. Kakoii s13bIK Yaiue Bcero ucnoJb3yercs s co3ganust REST API?
A) Pascal

+ B)

C) SQL

D) Verilog

9. Kakoii npoToko., ucnoJsb3yercs s nepegauu IP-agpecos B ceTn?
A) SMTP

B) HTTP

+ C) DHCP

D) SSL

10. Yo Takoe CSRF-araka?

A) Ataka Ha (aityioByI0 cuctemy

+ B) [Moanesaka MexcaiiToBOro 3ampoca

C) Ilepexsat nmapods



D) Bupyc-mudpoBaibIimk

11. YTo U3 HUKe MePedrCJIEHHOT0 ABJISIETCA KOMIIOHEHTOM MUKPOKOHTpoJLIepa?
+ A) AL (ananoroBo-ungpoBoii npeodpazoBaTeib)

B) KommyTaTtop

C) MapupyTtuzatop

D) BIOS

12. YUto Takoe SQL-unbexknus?

A) Metoj niepenaun gaHHbIX uepe3 API

+ B) MeToa BHeapeHusi BpeaoHocHbIX SQL-3anpocos

C) Crioco6 reHepanuu naposiei

D) CpenctBo ayreHTH()HUKAIIUN TTOTH30BaTEICH

13. Yo nenaer nporokoJ IPsec?

A) OGecnieunBaeT aapecaiuio B CeTH

+ B) ObGecnieunBaer 0e30N1aCHYI0 epeAavy JAHHBIX M0 CeTH
C) OtBeuaer 3a MOTOKOBOE BUIEO

D) Ckanupyer BUpYChI Ha KIIMEHTCKOM YCTPOICTBE

14. {151 yero ucmosib3yeTcsi TOKeH B CHCTeMAaxX aBTopH3anum?
A) J1ns xpanenusi koHpuryparmit

+ B) /lna moaTBep:KIeHUs NPaB A0CTYIA M0JIb30BaTeIs

C) st 3arpy3Ku onepaluoHHON CUCTEMBI

D) Jlns co3nanus ceTeBbIX IPOTOKOJIOB

15. Kakoii MeToa TecTHpOBaHus 0€30I1aCHOCTH BKJIIOYAeT NPOBEPKY HA YSI3BUMOCTH BPYYHYIO WM €
MOMOIIbI0 CKAHEPOB?

A) OyHKIMOHAIBHOE TECTUPOBAHNE

B) HHTerpanmonHoe TeCTUpOBaHUE

+ C) AHanu3 ys13BUMOCTel

D) Harpy3ouHoe TecTupoBaHue

TunoBoii BADHAHT 32JaHNSI HA KOHTPOJIbHYI0 padoTy
Bapuanr Ne__

Hean padoThI:
[TpoBepka ypoBHS YCBOEHUS TEOPETUUECKUX MOTOKESHUHM U TPAKTHUECKUX HABBIKOB B 00JIaCTH
pa3paboTKu MPEAMETHO-OPHUEHTUPOBAHHBIX MPOTPAMMHBIX CPEJICTB, & TAK)KE OIEHKH U

peanu3anuu 0a30BbIX MEp 3alIUThl KOMIIbIOTEPHBIX CETEH.

3AJAHUE
Yactsp 1. Teopernueckasi (mucbMeHHast)
OTBeThbTE HA CIEAYIONINE BOMPOCHI PA3BEPHYTO:

1. PackpoiiTe noHsTHE NPEAMETHO-OPUEHTUPOBAHHOTO IIporpammupoBanus. [Ipusenure npumepsl
WCIOJIb30BaHUS B MPUKIIATHBIX CUCTEMAX.

2. Knaccudukanus u xapakTepUCTHKU YIpo3 HHHOPMAIMOHHON 0€30MacCHOCTH B JTOKAIBHBIX U
KOPIOPATHUBHBIX CETSX.

3. ApxuTexTypa npeaMeTHO-OPUEHTHPOBAHHBIX MPOTPAMMHBIX CPEJICTB: OCHOBHBIE KOMITOHEHTHI U
MPUHIIMIIBI B3aUMOICHCTBUSL.

4. Mertoapl 3alIUTHI CETEBBIX COEAMHEHNI HA YPOBHE TPAHCIIOPTHOT'O U CETEBOTO YPOBHEW MOJIETHN

OSI.



5. OnumuTe 3Tanbl NPOSKTUPOBAHUS U Pa3pabOTKU MPOCTOrO MPEIMETHO-OPUEHTHPOBAHHOTO

IMPUITOXKCHUA IJIsI MOHUTOPUHTA CETEBOI aKTHBHOCTH.

Yacts 2. [IpakTHyeckasn
BrinonnuTe 0/1HO U3 3a/1aHuit (Ha BEIOOP IPErnoiaBaTess Wik MO YKa3aHUI0 00y4arolerocs):
3ananme 2.1.
Pa3paboraiiTe KOHCOIBHOE IPHUIIOKEHUE (MU BeO-UHTEpQEiic) Ha IFOOOM SI3bIKE
nporpammupoBanusi (, JavaScript, C# u ap.), peanusyroiiee:
o COop 1 oTOOpakeHUE TAaHHBIX O TeKyHIHX [P-coeqMHeHnsIX Ha YCTPONCTRE;
o JlorupoBaHue aKTUBHOCTU B TEKCTOBBIN (haii;
e Bo3moxHOCTH QHIBTpANU IO TOPTY/TIPOTOKOITY/aIpecam.
3amanme 2.2.
CMopaenmupyiTe 3JeMEHTapHYIO CHCTEMY aBTOpHU3aluu ¢ nmpuMeHeHneM TokeHoB (JWT, OAuth
2.0 u ap.):
e Co3naHue 0IL30BATEII;
e Bpiaua TokeHa npu BXoze;
o IIpoBepka BaMIHOCTH TOKEHA MPH JOCTYIIE K 3AIMUIIEHHOMY PECypCy.
[TpunoxuTte cxemy WK OIMMCAHHUE JIOTUKH.
3aganue 2.3.
[TpoBenuTe aHaIM3 3aUTUIIEHHOCTH YCIOBHOW CETH MPEANPUSATHUS:
e OnummTe CETEBYIO apXUTEKTYPY (MOXKHO Ha CXEMe);
e IlepeuncnuTe MOTCHIMAILHBIC YSI3BUMOCTH W BO3MOYKHBIE TOYKH BXO[a 3JI0yMBIIICHHUKA;

o IIpemnoxure mepsl no 3amute (firewall, VPN, IDS/IPS u T.1.).

Odopmitenne u TpedGOBaHUSA:

o Teopernueckas 4acTb — B 00beMe 5—7 cTpaHMII.

o [IpakTnyeckast 4acTh — KOJI, CKPUHIIIOTHI HJTH CXEMBI (TI0 HEOOXOIMMOCTH ), KPaTKHE TIOSICHEHHS
K KaXX/I0My JTaIy.

o  ®opwmar: .docx unu .pdf, mpunaraemsle (Gaiiisl (eciau ecTsb): .py, .js, .html u T.1.

e  CpoK BBIIIOJHEHUS: 0 UHAUBUAYAIbHOMY I'padUKy IpenogaBaTes.



JK3aMeHANMOHHbIE BONMPOCHI MO ANCHUILINHE
Monayab 1. BBegeHue u 0CHOBBI

[TonsiTre MpeAMETHO-OPUEHTUPOBAHHOTO MPOTPAMMHUPOBAHUS: 1I€JIH, 337a4l U OCOOCHHOCTH.
OcHoBHBIE YIPO3bl HHPOPMAITMOHHOH 0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSX.

Mopenu apXUTEKTypbl KOMIIBIOTEPHBIX ceTeit: cpaBHeHHe Mojeneit OSI u TCP/IP.
DIEMEHTHI ¥ CTPYKTYpa MUPPOBBIX CUCTEM YIIPABICHUS M aBTOMATH3aIUH.

[TpuHIMIIBI TOCTPOEHUS 3AIUIIEHHBIX MPOTPAMMHO-AMNIAPATHBIX CUCTEM.

agsrwONE

Mopnyas 2. [IporpamMupoBaHne U IPOeKTHPOBaHUe

11. OcHOBBI 00BEKTHO-OPHEHTUPOBAHHOTO U IPEMETHO-OPUEHTUPOBAHHOTO TIOJIXO/I0B B
IPOrpaMMHUPOBaHUHU.

12. Dranbl TPOEKTUPOBAHUS MTPEIMETHO-OPUEHTHPOBAHHBIX IIPOTPAMMHBIX CPEJICTB.

13. OcHoBHbIe m1a010HbI poekTHpoBanus [10 u ux npuMeHeHue B cucteMax 0e30MacHOCTH.

14. TpeGoBaHus K O€30MMACHON APXUTEKTYPE MPOTrPAMMHOTO OOECTICUCHUSI.

15. Pons UML-nuarpamMm B pa3zpa®oTke 3alUIIEHHBIX TPOrPAMMHBIX CHCTEM.

Mopayab 3. CeTeBble TEXHOJIOTMH M MPOTOKOJIbI

16. Ha3nauenue u ¢pyHKIMU OCHOBHBIX ceTeBbIX mpotokoios (IP, TCP, UDP, DNS, DHCP).
17. Knaccudukanus ceTeBbIX aTak ¥ METOAbI UX MPEIOTBPAICHHUS.

18. Ipunun padotsl 1 HacTpoiika VPN-coemuHeHn .

19. Ocobennoctu npumeHenust nporokosnoB SSL/TLS u IPsec B cuctemax 6€301MacHOCTH.
20. MesxceTeBble SKpaHbl: BU/IbI, TPUHIUIIB pAaOOTHI M TPUMEPHI HACTPOIKH.

Monyas 4. CpeactBa u MeTOABI 3a1UTHI

21. Cucrembl 0OHapyxeHus U npeaoTsparienus Bropxkenuit (IDS/IPS): apxuTtekTypa u npumMeHeHue.
22. AHTHBHPYCHBIE TEXHOJOTHUHU: METOJIBI 0OHApYX)eHUs BpenoHocHOoTro [10.

23. IIpyuHIUIBI 1 METObI KPUNITOTPAPUUECKOM 3aIUTHI TaHHBIX.

24. TIporpaMMHBIE€ CpPECTBA 3alIUTHI Ha IPUKIaAHOM ypoBHE: TokeHbl, JWT, OAuth 2.0.

25. MeTosbl KOHTPOJIS LIEIOCTHOCTH MPOTPAMMHOI0 00€eCTIeYeHUs U TAHHBIX.

Monyas S. IIpakTHYecKHe aCIEKThI

26. OcobenHoctu pa3pabotku 6ezonacHoro REST API.

27. [lpumeHeHne aHaM3a ysI3BUMOCTEH B MPOIIECCE Pa3paOOTKH MPOTPAMMHBIX CHCTEM.
28. Poinb torupoBaHusl ¥ MOHUTOpPHUHTA B obecnieueHnu 6e3onacuoctu [10.

29. 3ammTa KIMEHT-CEPBEPHBIX TPHIIOKEHHUH: MTOIXOBI H PeaTH3aIIHs.

30. MHTerpanus cpeacTB 3alIuThl B ”HPOPMAIIHOHHYIO HHPPACTPYKTYPY OpraHU3aInH.

Monayab 6. [IpoekTHasi 1eSITEJIbHOCTD

31. Dramnsl peanu3anuy npoekTa mo paspadotke [10 ¢ GyHKIHUIMEU 3aIIUTHL.

32. OcHOBHBIE OIIMOKH MPH MPOEKTUPOBAHUH 3AIIUIIEHHBIX HH)OPMAIIMOHHBIX CUCTEM.
33. MeTozp! BepuUKaIUN U TECTUPOBAHKS 0€30ITaCHOCTH MPOTPAMMHBIX PEIICHHH.

34. IIpyMepsl yCHEIHBIX MPOrPAMMHBIX PEIICHUH B 00JIACTH 3aILUTHI CETEH.

35. Ponb mpeameTHOI 001acTé B POpPMHUPOBAHUH TPEOOBAHUH K CHCTEME O€30MacHOCTH.



Tunosasi nadbopaTropHasi padoTa 1o AUCHUIINHE

JlaGoparopHasi padora Nel

Tema: Pa3pa60TI<a IIpOCTOro NpeaAMETHO-OPUCHTUPOBAHHOI'O IIPHUJIOXKCHUS JJIs1 CETCBOI'O
MOHHUTOpHUHI'A

Lean paboThi:

OcBoenne 6a30BBIX MPUHIUIIOB Pa3pabOTKH MPOrPAMMHBIX CPEJCTB, OPUEHTUPOBAHHBIX HA
BBINOJIHEHHUE MTPUKIIATHON 3a/1a4 MOHUTOPHHTA CETEBON aKTUBHOCTH, a TAKXKE peaTu3aIiis
3JIEMEHTAPHBIX METO/0B 3AIIUTHI HH(POPMAIHH.

3agauu JabopaTopHoi padoThI:
o Ilo3HaKOMUTBCS ¢ KOHLIENIMEH MPEAMETHOM 001aCTH (CETEBOIl MOHUTOPHUHT);
e Paszpabotatrh npuiiokeHHEe, KOTOPOE OTCIEKUBAET AKTUBHBIE CETEBbIE MOAKIIOUECHHUS;
o PeanmzoBaTh nOorupoBaHre aKTUBHOCTH B (haili;

o [IpumeHuTH MpOCTEHIIIE MEPHI 3ALIUTHI (HApUMep, MU(PPOBAHKE JIOTOB WU OrpaHHYEHHE JOCTYIa K
uHTEpdeiicy).

Odbopynosanue u I10:
e Kowmmprotep ¢ OC Windows/Linux;
e YCTaHOBIJIEHHBIN UHTEpHpPETaTOp 3.X WJIM aHAJOT;
e (Cpena pazpadotku (Hanpumep, VS Code, PyCharm, Thonny);

o bubnmorexu: psutil, socket, cryptography (onimoHabHO).

Xo/ BbINOJTHEHUs paboThI:

1. Co3nanue nmpoekra.
WNuunmanusupyiite pabodyro IUPEKTOPHUIO U co3aaiiTe daitin monitor.py.

2. TloaydeHue JaHHBIX O CeTEBbIX COeIMHEHUSIX.
Hcnonb3ys Moaynb psutil, moayduTe CiMCcOK aKTUBHBIX COSAMHEHUI:

import psutil

for conn in psutil.net_connections():
print(f"PID: {conn.pid}, Status: {conn.status}, Laddr: {conn.laddr}, Raddr: {conn.raddr}")

3. ®opMHupoBaHHUeE JOI0B.
Peanu3syiite 3anmuch TaHHBIX B TEKCTOBBIN JIOT-(hailsl ¢ yKa3aHUEM BPEMEHHU:

from datetime import datetime



with open("log.txt", "a") as f:
f.write(f"{datetime.now()}: {conn}\n")
4. Ilpocreiimas 3auuTa JIoroB (1o BbIOOPY):
o Orpanunyenue noctyna K ¢airy moros (uepes npasa gocryma OC);
o W mmmdposanue ¢ ucnoab3oBaHuEM MOIYS cryptography.

5. Co31aHue NpeIMeTHO-OPUEHTHPOBAHHOT0 HHTepdeiica (MunuManbublii CLI).

def show_connections():
# 0TOOpaKEeHHE TEKYITUX COCIMHCHUMA

pass

def save_log():
# norupoBaHue

pass

while True:
cmd = input("Bseaure komanay (show, log, exit): ™)
if cmd == "show":
show_connections()
elif cmd == "log":
save_log()
elif cmd == "exit™
break

KOHTpOJ’IbHLIe BOIIPOCHI:

Kakue OnbimoTexu MCmosb3yroTes Uit paboThl C CETSIMU U JIOTUPOBaHUEM?

[Tepeuncnure 6a30BbIe Yyrpo3bl 0€30MACHOCTH B CETEBBIX MPHIOKCHUSIX.

A w0 DD P

Kax Mo>xHO 06ecrieunTh 6€301macHOCTh Jor-(haitoB?
dopma oryera:

e TuTynpHBIN JHCT;

o Ilenb u 3a1aun 1a0OPATOPHON;

e OnucaHue npeaMeTHON 00J1acTH;

o CHuMKH 3KpaHa uHTep(deiica mporpamMmel;

e JluctuHr Kosa (OCHOBHBIX (PYHKIIHII);

e OTBeTHI Ha KOHTPOJIbHBIE BOIPOCHI;

e BriBoanl.

Urto noHnMaeTcs o IPEeAMETHO-OPUEHTUPOBAHHBIM ITPOIPaMMHBIM 0OecrieueHueM?



